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IT operations
management
Monitor and manage your network, servers,  
and applications.
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NETWORK AND SERVER PERFORMANCE MONITORING

OpManager Plus

Features and benefits

Manage your network devices, servers, storage, and applications and optimize network performance,  
bandwidth, traffic, flow, firewalls, IP addresses, and switch ports from a single console.

Network monitoring
Protect your network from issues by
monitoring your network in real time using
both proactive and reactive network
monitoring techniques.

Server monitoring
Track the performance of your physical and
virtual servers by monitoring their status,
availability, health, and performance.

Bandwidth management
Obtain a holistic view of your network traffic
patterns by analyzing various flows such as
NetFlow, sFlow, JFlow, etc. Identify and
troubleshoot bandwidth bottlenecks and
anomalies efficiently.

Network configuration management
Automate and control the entire life cycle
of device configuration management and
compliance management for switches,
routers, firewalls and other network
devices.

Firewall log management
Track firewall policy changes, optimize
firewall performance, and maintain firewall
compliance standards. Analyze firewall rules
and monitor configuration changes using
CLI-based configuration monitoring.

IP address and switch port management
Easily manage switches and IP address
space. Troubleshoot frequent network
problems such as network connectivity,
availability, performance, health, and
latency of any IP node or switch ports in the
network.

Application management
Gain deeper insights on business-critical
applications and the servers that they run
on, and ensure that revenue-critical applica-
tions meet end-user expectations.

www.opmanagerplus.com
opmanagerplus-support@manageengine.com
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OpManager Plus
Other Salient Aspects

 » Threshold based monitoring 

 » 100+ reports 

 » Reactive network monitoring 

 » System health monitoring 

 » Advanced security analytics 
 

 » User activity tracking

A comprehensive
network monitoring and
management tool

“I see OpManager as a valuable tool to provide
complete network system and application
monitoring. I found it very user-friendly, easy to
deploy, and overall a comprehensive network
management tool, that could find issues
anywhere in the network.”

Ashley Bukket,
System Analyst, Macmillan Cancer Support

Excellent value for money
and feature rich

“When it comes to Network Monitoring
systems, OpManager is the obvious choice.
Feature rich and integrated to our Service Desk
tool. In OpManager we have a great tool which
satisfies all our requirements and at an
extremely affordable rate.”

Information Systems Manager,
Australian Aerospace Limited

“ “



64

NETWORK AND SERVER PERFORMANCE MONITORING

OpManager

Features and benefits

Monitor crucial performance metrics and network availability proactively with over 2,000 built-in  
monitors for a wide range of network components. Get in-depth visibility for better fault management  
and greater control over network performance.

Monitor networks in real time
Monitor the performance of network
devices in real time via live dashboards and
graphs. Measure critical metrics like packet
loss, errors, and discards.

Track physical and virtual servers
Monitor critical performance metrics like
availability, CPU, disk space, and memory
utilization across physical and virtual
servers.

Perform in-depth bandwidth analysis
Analyze the bandwidth consumed by users
and apps via NetFlow, sFlow, jFlow, and IP
FIX to start shaping traffic.

Handle network configuration changes
Back up, push, and revert configurations
from OpManager’s web interface. Receive
notifications about unauthorized configura-
tion changes.

Analyze firewall logs
Collect, analyze, and archive firewall logs to
maintain security and compliance. Identify
and fix security loopholes instantly.

Manage and track switch ports
Track switch ports and the devices  
connected to them in real time. Use SNMP to
group switches and manage switch ports.

www.opmanager.com
opmanager-support@manageengine.com
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NETWORK AND SERVER PERFORMANCE MONITORING

OpManager MSP

Features and benefits

Proactively monitor the performance, health, and availability of clients’ networks with the solution’s  
out-of-the-box support for devices from multiple vendors and its compatibility with contemporary  
network technologies. Manage multiple clients and cater to their diverse needs with customizations  
and automations. 

Multi-tenant software architecture
Manage network operations of multiple
customers concurrently from a central
console.

Seamless, secure user management
Grant role-based access to users, and
authenticate them on multiple fronts, such
as local authentication, Active Directory
authentication, and RADIUS authentication,
and eliminate the need for a third-party
identity management tool.

Network performance and
availability monitoring
Monitor crucial performance metrics of
multi-vendor network devices, routers,
switches, and servers using SNMP/WMI.

Multi-vendor compatibility and support
It is compatible with devices from all major
vendors in the market and has more than
9,500 device templates for out-of-the-box
monitoring.

Vivid network visualization
Visualize your clients’ network devices
graphically via different formats, such as
business views, Google or Zoho maps,
Layer 2 maps, floor views, and rack views.

Foolproof fault management
Detect events and isolate faults that could
impact network performance. Color-code
alarms based on severity, segregate alarms
based on customer, or view all generated
alarms in one place.

Network performance and health reports
Generate customer-specific performance
and availability reports on demand, and
view historical stats or trends that can be
scheduled at predefined intervals.

Customizable dashboards and widgets
Create customer-specific dashboards to
monitor critical performance and health
metrics from a central console.

manageengine.com/network-monitoring-msp/ 
msp-opmanager-support@manageengine.com
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NETWORK AND SERVER PERFORMANCE MONITORING

NetFlow Analyzer

Features and benefits

Get holistic visibility into your network traffic and bandwidth utilization with support for popular flow  
technologies. Analyze traffic patterns, perform network forensics, optimize bandwidth, and secure your 
network with advanced security analytics.

Analyze and monitor bandwidth traffic
Monitor network bandwidth and traffic
patterns at the interface level. Get real-time
insight into network bandwidth with  
oneminute granularity reports.

Perform forensic analysis on network traffic
Detect a broad spectrum of external and
internal security threats using Continuous
Stream Mining Engine technology. Track
network anomalies that surpass your
network firewall.

Enable application monitoring
Identify and classify non-standard
applications that hog network bandwidth.
Reconfigure policies with traffic shaping
techniques via ACL or class-based policies  
to gain control over bandwidth-hungry  
applications.

Make intelligent capacity and billing plans
Make informed decisions on bandwidth
growth using capacity planning reports.
Measure bandwidth growth over a period
time with long-term reporting. Generate  
ondemand billing for accounting and  
departmental chargebacks.

Monitor voice, video, and data
communication quality
Analyze IP service levels for network-based
applications and services. Ensure a high
level of data and voice communication
quality using Cisco IP SLA technology.

www.netflowanalyzer.com
netflowanalyzer-support@manageengine.com
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NETWORK AND SERVER PERFORMANCE MONITORING

Network Configuration Manager

Features and benefits

Take full control over your network configurations. Leverage real-time change tracking and  
customizable compliance policies to avoid violations. Schedule automated backups, and conduct  
remote network operations with configlets.

Manage configurations effortlessly
Back up device configurations, keep track
of configuration history, compare versions,
and upload changes, all from a centralized,
online interface.

Monitor changes in real time
Monitor configuration changes, get instant
notifications, and prevent unauthorized
changes.

Ensure devices are compliant
Define standard practices and policies, and
automatically check device configurations
for compliance.

Leverage automation for device
configuration tasks
Automate all repetitive, time-consuming
configuration management tasks. Apply
configuration changes in bulk.

Track user activity
Get a complete record of the who, what,
and when of configuration changes.
Record, archive, and play back actions.

Access multi-vendor support
Manage the configurations of network
devices from multiple vendors, including
Cisco, Juniper, and HP.

www.networkconfigurationmanager.com
ncm-support@manageengine.com
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Firewall Analyzer

Features and benefits

Get the most out of your network security infrastructure by managing and optimizing firewall rules,  
monitoring configuration changes, maintaining compliance, and analyzing firewall logs.

Ensure compliance requirements are met
Automate compliance audits with out-ofbox
reports and validate firewall security with se-
curity audit and device configuration  
analysis reports.

Track all firewall changes
Get instant notifications about changes, and 
view a complete trail of all changes made to 
firewall configurations.

Keep tabs on user activity
Automatically identify users that are streaming
videos, using file sharing services, going on 
social networks, etc. for greater visibility
into high-risk users.

Monitor network traffic and bandwidth
Perform network behavioral analysis by
monitoring for sudden spikes in bandwidth
consumption, and get in-depth details
about users.

Manage and maintain firewall policies
Analyze the usage and effectiveness
of firewall rules and fine-tune them for
optimal performance.

Perform network forensic audits
Search firewall logs and pinpoint the exact
log entry indicating the cause of a security
event in minutes.

www.fwanalyzer.com
fwanalyzer-support@manageengine.com

NETWORK AND SERVER PERFORMANCE MONITORING
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Firewall Analyzer
Other Salient Aspects

 » IPFIX & NetFlow Support 

 » Security Device Log Analysis 

 » Admin Audit & Archive 

 » Managed Firewall Service

More-than-capable solution for monitoring and
managing multiple firewalls 

“As an IT infrastructure service provider for global corporations, we needed a
centralized firewall monitoring solution for our multi-vendor, multi-tenant, virtualized

environment. Firewall Analyzer proved to be a more-than-capable solution for
monitoring and managing multiple customer-specific, virtual firewalls. Firewall

Analyzer provides us with customer-specific client views, and mutually exclusive,
individual firewall reports and alerts for each of our customers.”

Scott Fenna,
Senior Consultant, Computacenter

“
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NETWORK AND SERVER PERFORMANCE MONITORING

OpUtils

Features and benefits

Scan, monitor, and secure your IT resources seamlessly. Keep an eye out for rogue devices and monitor 
network availability, bandwidth consumption, and more using over 30 built-in networking tools.

Keep track of all IP addresses
Scan IPv4 and IPv6 subnets in the network to
identify available and used IP addresses

Manage all switch ports
Scan all the switches in the network and map the switch
ports to devices, down to its physical location.

Detect rogue devices
Identify rogue device intrusions and block their access
to the network.

Monitor network performance
Monitor critical servers in the network for availability
and receive alerts when immediate attention is needed.

www.oputils.com
oputils-support@manageengine.com
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APPLICATION PERFORMANCE MONITORING

Applications Manager

Features and benefits

Receive in-depth, code-level insights into your business-critical applications. Resolve performance issues,  
automate operations, and ensure end-user satisfaction with out-of-the-box support for over 150 technologies.

Accomplish all monitoring from a
single console
Leverage a single, integrated platform to
monitor an entire application ecosystem:
end users, applications, and underlying
infrastructure components such as applica-
tion servers, databases, big data stores,
middleware and messaging components,
web servers, web services, ERP packages,
virtual systems, and cloud resources.

Troubleshoot and monitor databases
Monitor and troubleshoot databases to
optimize application performance. Get
comprehensive insight into the health and
performance of your databases without
using an agent. Track slow queries,
expensive statements, response times,
failures, page faults, and a whole lot of KPIs.

Perform synthetic monitoring with a
real browser
Simulate business-critical, multi-page
workflows via Selenium-based scripting of
tests. Record business-critical transactions
using an easy-to-use recorder tool, all
without any scripting. Play back recorded
transactions at regular time intervals on areal
browser, such as Mozilla Firefox, from
multiple geographical locations  
(e.g.enterprise branch offices or actual  
customer locations).

Monitor web server and service performance
Keep an eye on the performance of web
servers, web services, and caching layers in
the context of the business applications they
support. Get instant notifications when there
are problems. Identify the root cause of
issues quickly and take corrective measures
before end user experience is affected.

Track the health and performance
of application servers
Ensure the performance of business
application is not affected by infrastructure
issues. Get deep visibility into the health and
performance of application servers.
Understand key performance indicators
including resource usage trends such as
CPU and memory usage. Get visibility into
running processes, JVM usage, and more.

Manage faults by performing root
cause analysis
Identify and resolve application
faults before end users run into problems.
Get notified of problems through email and
SMS alerts. Automate problem resolution by
executing corrective programs and scripts,
as well as sending SNMP traps. Trigger
actions based on threshold violations; for
example, automatically start, stop,or restart
Windows services, VMs, and Amazon EC2
instances when a certain threshold is
reached.

www.appmanager.com
appmanager-support@manageengine.com

eval-apm@manageengine.com
sales@manageengine.com
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APPLICATION PERFORMANCE MONITORING

Site24x7

Features and benefits

Gain complete visibility into all IT resources—from websites, APIs, and servers to networks, cloud ser-
vices, and applications. Collect metrics, logs, and traces in a unified view to detect performance issues 
and reduce MTTR.

Monitor websites
Get deep insight on the uptime and  
performance of web applications and internet
services from over 90 global locations, as
well as from within a private network. Ensure
DevOps and sysadmin teams gain visibility
into critical website performance metrics
through powerful dashboards and alerts,
enabling them to make instant decisions.

Track real user experience
Gauge the experience of web users and
native mobile app users in real time and
analyze metrics segmented by browser,
platform, geography, ISP, and more to
fine-tune performance.

Monitor an entire server stack’s health
and availability
Stay on top of outages and pinpoint server
issues using root cause analysis. Monitor
Windows, Linux, FreeBSD, macOS, VMware,
AWS, Docker, Azure and other cloud-hosted
servers and applications to ensure optimal
performance. 

Obtain complete control with
network monitoring
Comprehensively monitor critical
network devices such as routers,
switches, firewalls, load balancers,
WAN accelerators, printers, and
uninterruptible power sources, as well
as wireless and storage devices.
Help network teams get the deep
performance visibility they need to
manage complex networks.

Quickly troubleshoot applications
Get unmatched visibility into the way
web applications behave. Visualize web
transactions from end to end. Track
performance metrics for all components,
starting from URLs to SQL queries, to
identify and resolve performance
degradation no matter where issues
originate.

www.site24x7.com
support@site24x7.com
sales@site24x7.com

Also available
on cloud
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APPLICATION PERFORMANCE MONITORING

Site24x7 MSP

Features and benefits

Securely manage your customers’ front-end and back-end IT infrastructures remotely with the solution’s 
cloud monitoring, network monitoring, application performance monitoring, and end-user monitoring.

Infrastructure monitoring
Agent-based server monitoring to view key
performance indicators of Windows, Linux,
VMware hosts, FreeBSD, Docker, and
macOS servers.

Cloud monitoring
Monitor resource usage and operational
data for numerous cloud services running
on Amazon Web Services (AWS), Microsoft
Azure, and Google Cloud Platform (GCP).

Network monitoring
Monitor network performance of devices,
such as routers, switches, firewalls, load
balancers, printers, uninterrupted power
supply (UPS) devices, and storage devices.

Application performance monitoring
Monitor and trace the performance issues
of applications running on Java, .NET, Ruby,
PHP, Node.js, and mobile platforms.

End-user experience monitoring
View the uptime and performance of
websites, web applications, API endpoints,
mail servers, Domain Name Systems (DNSs),
and more from over 100 locations globally.

Multi-tenancy
Securely manage the accounts of multiple
customers. Gain total visibility into client
systems, and scale to accommodate any
number of customers.

Remote control
Take action remotely to rectify errors in your
client environment using Site24x7 MSP’s
agent-based monitoring.

Flexible dashboards
Create customized dashboards, network
operations center (NOC) views, and business
views highlighting all metrics slowing down
your website, and share this information with
your clients.

Detailed reports and service-level
agreements
Get insightful reports to view the live status
of your infrastructure. Send SLA reports to
update customers about your service
consistency.

site24x7.com/msp.html
support@site24x7.com

Also available
on cloud



74

IT INCIDENT MANAGEMENT

AlarmsOne

Features and benefits

Integrate all your IT management tools with AlarmsOne to manage every IT alert from one window. Reduce 
alert noise, define escalations, and get notified about critical alerts through email, SMS, and phone call.

Manage user privileges
Limit users’ actions based on their roles.
Whether enabling or disabling access,
assigning roles and applications, or selecting
a chosen notification channel, maintain
full control over user activity.

Act on alerts
Open, acknowledge, close, and delete
alerts as needed. Update the status of an
alert to let other users know it’s been taken
care of, or manually change an alert’s
severity to update its priority level.

Create custom views and categorize alerts
Easily filter and classify alerts so they don’t
clutter the alarms page. Generate a report
for all the alerts in any view and drill down
into the important data.

Curb alert noise and ward off alert fatigue
Define multiple criteria to filter out
redundant alerts and get only the necessary 
notifications.

 

 

Automate alert escalation
Notify another technician when on-call staff
fails to acknowledge or close an alert.
Create escalation policies to decide who
receives an alert first, the escalation timeout
duration (how long the first recipient has
to respond before the alert is sent to the
next recipient), and who to notify next.

Schedule maintenance tasks
Schedule downtime to stop receiving
meaningless alerts when IT is under  
maintenance.

www.alarmsone.com

Also available
on cloud
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IT INCIDENT MANAGEMENT

Site24x7 StatusIQ

Features and benefits

Transparently communicate outages and operational status. Display the status of critical components, 
allow users to subscribe to updates, and announce upcoming maintenance to manage downtime and 
build user trust.

Public status pages for transparent
communication
Establish a reliable, dedicated channel for
publishing updates. This can help deflect
support tickets, keep internal stakeholders
informed, and turn downtime into an
exercise in improving the customer experi-
ence.

Incident notifications for end users
Quickly acknowledge incidents and notify
your customers about them by posting the
incident on your status page with details
like current status, severity, and affected
services. Keep customers in the loop with
information regarding the progress of
resolution.

Maintenance notification for end users
Inform customers about upcoming
maintenance events to help them prepare
for any potential impact by creating a
one-time or recurring maintenance schedule
that automatically updates the status
page and sends email notifications.

Email and SMS notifications for subscribers
Send out notifications to your customers via
email or SMS, or enable them to access
updates via RSS (really simple syndication).
Give them the option to opt-in for
notifications from the services they
care about to avoid alert fatigue.

Domain, logo, and page customization
Showcase and preserve your branding
throughout the entire incident life cycle.
Upload your logo and favicon, and authorize 
Site24x7 StatusIQ to send  notifications on 
behalf of your email domain to improve  
recognition with your customers.

www.site24x7.com/statusiq
statusiq-support@site24x7.com

Also available
on cloud
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